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SECURITY

Almost all of todays sophisticated attacks 
affect more than one asset. Attackers 
need to move laterally within the network 
to navigate to the location of the valuable 
information. The more assets they can gain 
access to and/or compromise, the better 
for them.

To be truly affective at managing and 
remediating a threat, you need to 
understand as much information as you 
can from it. Unlike end-point data, Security 
teams know that network packet-derived 
data contains all of the interactions 
between connected devices - wherever 
they may reside (e.g. the legacy network 
or hybrid-cloud). But typically network 
security tools do not provide a united and 
consistent set of data and workflows from 
packets to provide comprehensive visibility 
into lateral movement and view the entire 
attack chain.

NETSCOUT® Omnis® Cyber Intelligence (OCI) is an advanced 
NDR solution that integrates with and fills the gaps left by other 
security tools. NETSCOUT’s OCI leverages NETSCOUT CyberStream 
instrumentation to capture full packets at line rate (e.g., up to 
100Gbps). CyberStream’s patented Adaptive Service Intelligence® 
(ASI) technology automatically extracts a unique, robust set of 
layer 3- 7 metadata from packets (we call Smart Data). With this 
Smart Data, security analysts can use NETSCOUT OCI to conduct 
highly responsive, real-time, and historical analyses to detect and 
investigate threats quicker.

Security teams receive thousands of alerts. They must quickly 
determine if an alert is a false positive or a true risk to their 
organization. For example, an analyst receives an alert on a particular 
IP address inside their organization. Similar to testing positive 
for a virus, NETSCOUT OCI gives security analysts the ability to 
quickly conduct a contact tracing analysis to determine who has 
communicated with that device and what data has been exfiltrated.

NETSCOUT Omnis Cyber Intelligence enables incidence response 
teams to reduce Mean Time to Knowledge from hours, days and even 
months, down to minutes by providing the network analyst both real-
time and historical visibility into all network activity associated with an 
alert. In other words, the analyst can quickly conduct contact tracing or 
determine lateral movement of an attacker to determine the extent of 
breach and remediation efforts.

Contact Tracing

http://www.netscout.com


l  USE CASE  l  Contact Tracing

2SECURITY

A feature in OCI, the Threat Indicator dashboard alerts security teams to actual harmful events in the network, either changes in baselined behavior 
such as lots of new connections, or specific attack signatures such as various types of DDoS attack.

As can be seen, we have a card specifically 
for TCP SYN that is telling us that we have 
one server being hit with a high amount of 
TCP SYN traffic. 

Click the Host Investigation tab to view and 
understand which clients are accessing 
our FINANCEDB.company.com server.

We can see from the information on the left that this attack is targeting our financial DB server. This isn’t customer facing but is still potentially 
serious as it could be affecting the operation of the finance department. We can also see from the timeline on the right that it has spikes of 
abnormal traffic. Let’s see where the attack is coming from.
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Now let’s conduct contact tracing. We can see traffic from several internal systems as we would expect, but the bulk of the traffic is coming from 
our network of security cameras. Most often, IP source addresses for SYN floods are spoofed and cannot be relied upon, but this is too much of a 
coincidence. Let’s dig a little deeper to see if they may have been infected by MIRAI software, which has a number of capabilities, one being a SYN 
flood DDoS attack.

Click on a camera to show a thick video 
stream to the FINANCEDB server then 
click on Expand Host then click the 
Expand option.
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From the Indicators of Compromise window, we can see that the compromise was indeed Mirai.

As can be seen, camera 7 was 
also infected with Mirai

To determine what IoT cameras are infected with Mirai, toggle the view to get to tabular format. (Top right box).
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We can confirm this malware has infected multiple IoT devices and we 
can begin to mitigate and remediate this issue.

This attack didn’t bring down the finance server, and an internally 
facing target is unusual, most attacks will go against something visible 
like a webserver. However, with OCI we were able to spot this attack 
and remediate it very quickly.

Summary
With NETSCOUT OCI, CyberStream instrumentation and patented ASI 
technology you can quickly identify reconnaissance, look back in time 
within minutes through a detailed history of both good and nefarious 
activity and contact trace where the network traffic came from.

No one knows the network better than NETSCOUT. No one has a 
more scalable, robust, and intelligent source of network packet-
derived data than NETSCOUT. Smarter Data = Better Network 
Detection and Response.
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2. Omnis Cyber Intelligence – The central console that analyzes CyberStream/vSTREAM Smart Data; uses behavioral analysis and 
ATLAS/3rd party intelligence, for threat detection and highly contextual investigation.

1. Omnis CyberStream/vSTREAM sensors – Deployed anywhere 
in network, where they capture packets and use ASI to convert to 
Smart Data.
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