
As adversaries sought to cash in on DDoS extortion, they 
increasingly launched attacks against insurance agencies and 
brokerages (see Industry Spotlight: Insurance Agencies and 
Brokerages), as well as against VoIP providers (see Industry 
Spotlight: VoIP Providers). Unfortunately, some of these attacks 
were highly successful, causing significant damage both to the 
targeted organization and collaterally with their customers.

We’d be remiss in not mentioning one more motivation that 
stands the test of time: 
“Because I Can.” Some people like to watch the world burn. 
And because they can, they do. By fall 2021, people were 
returning to normal life, including a return to physical versus 
virtual classrooms. The increase in attacks on colleges, 
universities, and professional schools is likely attributable to 
students looking to start fires wherever possible (see Industry 
Spotlight: Colleges, Universities, and Professional Schools). 

Industry Spotlights

WIRELESS TELECOMMUNICATIONS

Gamers received a small breath of fresh air as DDoS attacks against consumers on 
wireline networks saw a mild decrease. Sadly, this reprieve for one type of consumer 
shifted to an increase for wireless consumers. The wireless industry experienced a 
disproportionate increase in attacks — even as many other telecommunications types 
saw declines during 2H 2021. This trend likely reflects a continued increase in gamers 
leveraging wireless hotspots and the rapid expansion of 5G technologies and services. 

Historically, we’ve seen a larger share of DDoS attacks against this segment in Asia 
Pacific (APAC); however, for the second half of the year, we instead observed a 38 
percent increase in DDoS attacks globally.

DIGITAL SUPPLY CHAIN  (SOFTWARE PUBLISHERS AND COMPUTER MANUFACTURING)

We observed a 606 percent increase in attacks against software publishers compared 
with 1H 2021. Combined with a 162 percent increase in attacks on computer 
manufacturers and a 263 percent increase against computer storage manufacturing, 
it becomes apparent that attackers are focusing a concerted e�ort on the digital 
supply chain.

COLLEGES, UNIVERSITIES, AND PROFESSIONAL SCHOOLS

Although DDoS extortion and attacking gamers for monetary gain are the top 
motivations behind DDoS attacks, we sometimes see attacks that are designed by 
students who want to play hooky  or delay a test. Such was the case in 2H 2021, when 
attacks against colleges, universities, and professional schools increased by 102 
percent. These attacks coincided with a return to physical classrooms, and they serve 
as a stark reminder to educational institutions that they can easily fall prey to DDoS 
attacks that can have significant impact on both faculty and the student body. 

VoIP PROVIDERS (ALL OTHER TELECOMMUNICATIONS AND  CLOUD PROVIDERS)

DDoS extortion campaigns also resulted in numerous VoIP providers all over the 
world being taken o�line. VoIP providers and their infrastructure fall under two 
primary verticals as defined by the  North American Industry Codes: all other 
telecommunications, and data-processing hosting and related services (cloud 
computing). The first of these  had a 93 percent increase in attacks from 1H 2021, and 
the second saw a notable increase in Europe, the Middle East, and Africa (EMEA), 
where most  of these attacks occurred. In fact, the data-processing hosting and 
related-services category was the top target  in EMEA for 2H 2021.

INSURANCE AGENCIES AND BROKERAGES (DDoS EXTORTION)

Insurance agencies and brokerages — always a favored target for DDoS extortion 
attacks — experienced an increase in attacks of 257 percent compared with 1H 2021. 
This segment was an early target for the LBA campaign dating back to mid 2020.

METHODOOLOGY

Vertical industry 
discussion is based on 
analysis of attack data 
by North American 
Industry Classification 
System (NAICS) codes, 
which group companies 
into 22 broad categories 
that contain multiple 
large subvertical 
sectors. 

The data represented in 
our vertical analysis 
represents less than one 
quarter of our attack 
counts and should be 
viewed as a sampling of 
our larger dataset.
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Top 10 Vertical Industry Targets 1H 2021 vs. 2H 2021

Figure 4: Top 10 Vertical Industry Targets 1H 2021 vs. 2H 2021 (Data: Omnis Threat Horizon) 
Note: This is a sampling of our dataset.
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Always a popular target for attacks, many of the 
telecommunications verticals nevertheless saw fewer attacks 
in 2H 2021. One of the more notable exceptions occurred in 
the wireless telecommunications space, where a likely 
increase in wireless hotspot gaming and the rapid adoption 
of 5G fueled increased attacks (see Industry Spotlight: 
Wireless Telecommunications). Meanwhile, the closely 
related software and computer manufacturing verticals 
witnessed massive increases in attacks (see Industry 
Spotlight: Digital Supply Chain). 
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