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I almost hate to admit it now, but I was a cloud naysayer. 

Well, to be fair to myself, not so much a naysayer as a realist. Pundits 

were marketing the cloud as a magical panacea to every problem, and 

it felt just a few steps this side of hocking mystical beans to would-be 

Jacks. 

While I’m proud to say that many of my early cautions have proven out, 

I have to admit that I massively underestimated the true impact that 

the cloud would ultimately have within the enterprise. 



3 
 

How to Overcome the Hidden Risk 
to User Experience when Migrating to the Cloud 

©2021 Intellyx LLC. https://intellyx.com 

Today, it is now a fixture of the enterprise architectural landscape — in 

many cases, it’s now just a natural part of how organizations operate. 

But behind that casual ease lies a dangerous misconception as 

enterprise leaders begin to move significant parts of their application 

stack to cloud environments. 

While there is no question that building and deploying cloud-native 

apps — those designed specifically for the cloud — can be simple, easy, 

and take full advantage of everything the cloud has to offer, it’s a 

different story when you attempt to migrate apps from a traditional on-

prem environment to the cloud. 

In this paper, we’ll explore the reasons that these on-prem-to-cloud 

migrations are more complex and risk-fraught — particularly when it 

comes to the user experience — and how a simple approach enabled 

by the right kinds of tools can help ensure your cloud migrations go off 

smoothly. 
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The Simple Complexity of Cloud Migrations and Their 
Impact on the User Experience 
Depending on your perspective, you may find the idea that cloud migrations can be 
risk-fraught a bit tough to swallow. After all, cloud migrations seem simple on the 
surface. 

If you’re a cloud true-believer, the idea that migrating an app to the cloud could be 
messy probably doesn’t line-up with your experiences with cloud-native apps. And, 
if you’ve spent most of your career building, deploying, and supporting on-prem 
apps, then you are likely going to be very confident migrating to a cloud 
infrastructure and assuring the same or better user experience, right? 

While both of those points of view make sense and are rooted in the promise and 
power the cloud offers, the truth is that cloud migrations are rarely a simple or 
automatic undertaking. 

Moving an on-prem app to the 
cloud is nothing short of an 
architectural transformation. As 
such, it is full of opportunities for 
things to go a bit sideways. 
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The reason is that moving an on-prem app to the cloud is nothing short of an 
architectural transformation. As such, it is full of opportunities for things to go a bit 
sideways. 

It’s important to understand that the complexities with migrating apps to the cloud 
do not represent a problem with either the cloud or with the apps that you’re 
migrating. It’s merely a function of the fact that the way you architect apps for the 
cloud is fundamentally different from how organizations architected most 
traditional on-prem apps. 

More to the point, while those architectural differences can definitely create some 
technical complexities, the greatest risks are related to potentially negative impacts 
to the user experience. And most concerningly, you most likely won’t uncover those 
experiential gotchas until after you’ve migrated the app.  

By then, the damage will have been done. The only way to change this trajectory, 
therefore, and make cloud migrations a success depend on one thing: visibility.  

Visibility is the Key to Starting on the Right Foot 
“It Ain’t What You Don’t Know That Gets You Into Trouble. It’s 

What You Know for Sure That Just Ain’t So” 

— Unknown 

The reason that it can be so difficult to catch potential experiential (or technical) 
issues prior to a on-prem-to-cloud migration is a combination of two cognitive 
biases known as The IKEA Effect and optimism bias. 

The IKEA Effect basically asserts that the more we have participated in creating 
something, the greater value we place on it and the more likely, therefore, we are 
to see it in a positive light. This perspective then helps to trigger our optimism bias 
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in which, as the name implies, we become overly optimistic about a good outcome 
and fail to recognize clearly present risks. 

The result of these natural biases is that you and your team probably think you 
know precisely how your application works — and that you’re probably wrong. 

The reason is that any application that’s more than a few years old was most likely 
built with all kinds of n-tier dependencies buried deep in the code — and most 
likely NOT built for the kind of high availability and scalability of the cloud. 

So, even if you can overcome your natural pride of ownership and the optimism 
that comes with that, you still have the challenge of being able to decipher all of the 
underlying complexity that can undermine your migration effort. 

It is this underlying complexity and the unknown inter- and intra-application 
connections that are often the source of the type of experiential issues that are 
toughest to find. The reason is simple: they may not outright break the application 

You need to create visibility to the 
myriad dependencies and 
interconnections between your 
target app and everything else it 
touches — before you migrate it. 
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and, therefore, not show up in simple post-migration regression testing — but may 
still have a massive negative impact on various parts of the experience including 
performance and incomplete process actions. 

So the question is, how do you close this awareness gap? 

The answer is that you need to create visibility to the myriad dependencies and 
interconnections between your target app and everything else it touches — before 
you migrate it.  

As anyone who has ever tried to trace application connections in the code knows, 
however, that’s easier said than done. It’s because of this complexity that one of the 

Understanding Packet-based Visibility 

The Hyperscalers have realized that packet-based visibility is an important capability 

that IT leveraged in their on-prem environment that needed to be made available in 

the cloud. Some have even made access to packets a robust and cost effective service 

to access both North-South and East-West traffic. 

However, it’s not just packet access that is required. To effectively leverage packets, 

the valuable information in the packet regarding user experience must be created in 

real-time. This metadata makes it easy to get visibility into things like application 

responsiveness and application errors along with dependencies. Some solutions even 

allow for the indexed storage of the actual packets for extremely detailed analysis.  
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easiest ways to find them is to use what is called packet-based visibility, in which 
you capture and analyze network packets and use them to identify and map those 
all-critical application connection points.  

Doing so is the only you can be sure that you have the visibility you need to protect 
the experience you need to deliver. 

Moving Your App is Your First Step — Not Your Last 
While pre-migration visibility, such as assessing on-prem app performance and user 
experience baselines, is the critical first step to ensuring a successful migration to 
cloud, it’s not your last. 

Unlike traditional platform migrations in which it was done after that progress bar 
hit 100% (well, and maybe a bit of testing!), cloud migrations are a whole other 
story. 

Whether you managed to accomplish your move to the cloud without any major 
performance or experience hits (thank you pre-migration visibility!) or have just 
stepped away from the keyboard after days (or weeks) of grueling recovery work, 
the truth is that you still have plenty of on-going work to do. 

The reason is that unlike traditional on-prem environments, which as a function of 
both architecture and enterprise limitations are mostly static, cloud environments 
are in a constant state of flux. 

Frankly, that’s a huge part of the power that the cloud brings to bear — it’s 
constantly changing and adapting to improve efficiency, performance, scalability, 
and security. If your on-prem environment is a small, self-contained home 
aquarium, the cloud is an ever-vibrant and growing ocean. 

This fact is the very reason that you’re probably moving your app to the cloud in the 
first place — to take advantage of this vibrant ecosystem. Still, that means the way 
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you need to monitor and manage your 
application is going to change — the 
approaches you used when it was on-prem 
are just not going to cut it. 

To keep your application performant and 
delivering the user experience you need, you’ll 
need to continually monitor and manage 
those same interconnections and 
dependencies that you were concerned about 
during the initial migration to the cloud. 

Here again, extending packet-based visibility 
from on-prem to the cloud is your friend. 

Having this level of visibility will allow you to 
continually assess the impact of the cloud’s 
shifting environment on your application’s 
performance and interactions — particularly 
those that impact the user experience — and 
make necessary adjustments to the app or 
the environment before there’s a negative 
impact. 

The Intellyx Take: Balancing Performance, Security & Cost 
to Protect the Experience 
When you think about migrating on-prem applications to the cloud and the risks 
that may involve, I’m willing to bet that packet-based monitoring isn’t the first thing 
that came to mind. 

But perhaps it should be. 

This level of visibility will allow 
you to continually assess the 
impact of the cloud’s shifting 

environment on your 
application’s performance 

and interactions before 
there’s a negative impact. 
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The challenge for most IT professionals is that we are prone to think of a migration 
in terms of the many replatforming projects we have undertaken in the past — and 
to underestimate the risks, complexities, and unique challenges of moving to the 
cloud as a result. 

Moving applications from on-prem environments to the cloud is much more of an 
intricate and on-going dance than anything you’ve probably tackled previously. 
When moving to the cloud you must not only uncover those interconnections and 
dependencies that can torpedo the entire project, but you must continually balance 
a broad set of competing needs. 

You need to deliver application performance, comply with security demands, and 
manage costs — all while ensuring that your user’s experience is maintained and, 
ideally, improved. And, you must do all of that in the context of a cloud 
environment that is continually improving but changing as it does so. 

Striking that balance is a tall order. Above all else, it requires identifying 
infrastructure blind spots and gaining unobstructed visibility into what is happening 
within your apps before, during, and after their move to the cloud so that you 
maintain a constant eye on those things that most directly impact the experience 
you need to deliver. 

And, one of the best way to deliver this level of visibility is by using packet-based 
monitoring because, let’s face it, it’s only when you get down to the packet that 
nothing can hide. 
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