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Introduction
Effective DDoS is entirely about scale.
That is to say, generating more traffic
to bear against a target than it has
resources to handle.
Simply put, individually, compromised
servers and workstations cannot
generate enough traffic towards the
victim to cause any practical disruption. If
they did, mitigation would be far simpler,
and attackers would be quickly identified
and dealt with. Blocking individual
attacking IP addresses and reporting
those instances to the authorities would
alleviate the situation quickly.

SECURITY

Unfortunately, this isn’t the case. Instead,
effective DDoS means disrupting a
service, a business, or even a geographic
region by orchestrating large numbers
of compromised hosts and services in an
effort to bring increasingly larger masses
of traffic against a victim.
So how do attackers do this? Through a
combination of means.
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Compromised Hosts and Botnets
The largest DDoS attacks are conducted by botnets – collections of compromised hosts
which are remotely (clandestinely) controlled by a central user or group. These range from
purpose-built devices such as home Internet routers (e.g. Mirai botnet) and IoT devices
to individual PC workstations to Internet servers themselves. In all cases the attacker has
installed software to allow these systems to be centrally controlled by what is called a
command-and-control (CNC) server.
Utilizing CNC servers and botnets, an attacker can bring anywhere from dozens to hundreds
of thousands of compromised systems on the Internet against a victim in a coordinated
fashion. This orchestration means an attacker now has the breadth to scale an attack to
significantly higher degrees. Where a single attacking system might have only been able to
generate a few gigabits worth of traffic, a small botnet of a thousand compromised hosts,
each sending 1 Gbps of traffic, will collectively generate 1 Tbps of traffic against a target –
easily enough to overwhelm any Enterprise.

DDoS Attacks Continue to
Increase in Size, Frequency
and Complexity.
LEARN MORE
To see a worldwide view of DDoS attack
activity visit NETSCOUT Cyber Threat
Horizon:
https://www.netscout.com/horizon

As severe as this sounds, attackers can realize even greater scale and efficiency as well as
better concealment.

Weaponizing Internet Services
While a botnet is a difficult thing to detect and disarm, it’s not impossible. Anyone in control
of a botnet of some size will be very interested in keeping it as concealed as they can.
Commonly an attacker will leverage other Internet services with the botnet and reflect that
resulting traffic back to the victim as opposed to having the botnet perform 100% of the
attack itself.
This is done by having the botnet send requests to various Internet-based services while
specifying (spoofing) the origination address of the victim. These services can range from
TCP-ACK handshake replies to seemingly legitimate responses to queries from services such
as DNS, NTP, and the now infamous Memcached. This redirection of traffic from these now
“weaponized” services toward a victim is what we refer to as a reflection attack. Reflected traffic
of the weaponized service is the most prevalent form of DDoS today. This combination of
botnet and reflected traffic makes detection of the botnet hosts much more difficult.
Some forms of reflection are merely response packets sent to initial handshake requests like
a TCP SYN. An attacker sends the SYN to the weaponized host with the victim’s address as its
source. The response is a SYN-ACK, which is sent to the victim.
This type of attack is useful because it generally induces the victim to handle or respond
to the packet. For each packet, a small amount of network, memory, and CPU resources
are used by the victim. This can lead to a “state exhaustion” situation, where the victim no
long has enough resources (network, cpu, memory) to maintain service. In instances of TCP
SYN-ACKs, the packet sizes are small and somewhat equal with the size of the request. Other
commonly weaponized services like NTP responses are also sized relatively commensurate
with the request.
In contrast, DNS is a service that can be used to create an “amplification” an attack. In certain
cases, DNS replies are multiple times larger than the size of the request – e.g. a 100 byte DNS
request could respond with 300, 400, even thousands of bytes in its response. Services like the
now infamous memcached can generate responses orders of magnitude larger; easily 10,000
times larger than the request itself.
This amplification of traffic is incredibly economical from the perspective of the attacker and
helps keep the botnet concealed from the victim.
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Why Is This a Problem and How Bad Is It?
A host within the botnet itself is only capable of generating traffic up to the limit of its available
resources and uplink speed. In the case of Mirai, the botnet was comprised of IoT devices
including cameras, DVRs, and Internet routers – each of which were relatively low-power and
low-bandwidth. However, at its largest, Mirai exceeded a staggering 600,000 devices. At that
size, an attack of 600,000 devices, each generating an almost imperceptibly small 1Mbit of
traffic, would result in 600Gbit of DDoS attack bandwidth without any amplification.
Redirecting that effort towards reflectors and amplifiers, multiple terabits of bandwidth can be
levied at the victim – even beyond what any service provider can handle.

Putting It All Together
The following diagram outlines how a completely automated and orchestrated botnet can
leverage both its own resources as well as general Internet services to bring a massive DDoS
attack to bear against a victim.

Attacker / CNC

Each device can send 65536 unique
connection requests to a single service
on a single target host. With a small to
Moderately sized Botnet of 100,000
devices, that’s a potential 6.5 billion
connections against a single service.
Multiply that by additional services
across a network range and you have
potentially hundreds of billions to
trillions of connections headed
towards your network.

Botnet Hosts
ASIA

Botnet Hosts
Europe

Attacking CNC server commands thousands of
infected Botnet hosts to attack Enterprise
resources using both reﬂection ampliﬁcation
and state-exhaustion attacks.

Botnet Hosts
Americas
In addition to
ampliﬁcation attacks,
Botnet devices are
also performing a
state exhuastion
attack (e.g. TCP SYN)
crippling the capacity
of individual hosts
and ﬁrewalls.

Each Botnet host sends hundreds or
thousands of requests to ampliﬁcation
services spooﬁng the Enterprise
(victim) network addresses.

DNS Server
Memcached
Server

DNS Server
Enterprise Services

NTP Server

Memcached
Server

Ampliﬁcation
Server

Ampliﬁcation
Server

Memcached
Server

DNS Server
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If each of the 100,000 Botnet devices generated just
10 sessions from 10 ampliﬁcation services, we start
at 10 million connections and continue from there.
If each connection generates 1 Mbps of traﬃc,
10 million connections would generate 10 Tbps.

The Attacker controls everything from the CNC server, from which each of the “bots” get their
instructions. During an attack, bots are directed to send spoofed TCP SYN packets from random
source IP addresses to the victim. Additionally, the bots are instructed to spoof UDP service
requests from the victim to open reflection/amplification services on the Internet. The Internet
services send their “reflected” reply traffic toward the victim. The combination of the reflected/
amplified traffic and the traffic coming directly from the botnet vastly exceeds the victim’s
available resources and infrastructure, taking it offline.
Withstanding this scale of attack requires rapid detection combined comprehensive
mitigation techniques.

SECURITY

5

l WHITE PAPER l A Deeper Look at IoT Weaponization

Intelligently Orchestrated Detection and Mitigation Stops DDoS
Attacks Rapidly and At-Scale
Everything begins with detection. Arbor Sightline continually collects network telemetry and
meters utilization levels and provides visual representations of traffic flows and capacities.
Arbor Sightline is the means by which attacks are first detected and reported, and from which
mitigations can then be performed.
Historically, mitigation involved gathering large amounts of traffic as it transited the network
and forwarding that traffic to an area commonly called a “scrubbing center” – the location
where numbers of devices are utilized to remove attack traffic from the network. The remaining
“scrubbed” traffic was then routed back to the main network. While effective, this isn’t the most
optimal way of performing mitigation at a large scale. If significant amounts of DDoS attack
traffic could be stopped at the edge, that would reduce the overall amount of traffic needing
to be sent to the scrubbing center. With this approach, the load of mitigation is spread across
many devices from edge peering devices such as routers utilizing BGP flowspec, and router
embedded, virtual Arbor Threat Mitigation Systems (TMS), to centralized scrubbing centers
utilizing Arbor TMS appliances. This is a much more effective design as DDoS traffic can be
mitigated closer to its sources.
We now have a layered architecture. How can we make the solution smarter?

Basically, there are Three
Categories of DDoS Attacks
• Volumetric
• Application-layer
• State Exhaustion
But there are many different types of
attacks within each category.

LEARN MORE
To learn more about each of these the
different types visit NETSCOUT What is a
DDoS Attack?
https://www.netscout.com/what-isddos#component--2

Arbor Sightline can combine its telemetry and metrics with global threat intelligence allowing for
more rapid and intelligent detection of DDoS actors and infected IoT devices. By adding ATLAS
Intelligence Feed (AIF) to Sightline, it is now possible to detect botnets and active reflectors and
perform mitigations before attacks swell to unmanageable size.
Additionally, Arbor TMS now has smarter mitigation capability. For example, the ability to
force UDP session authentication means that UDP-based DDoS attacks, commonly against
online gaming services, can now be stopped rapidly while allowing authenticated sessions
to continue uninterrupted. Couple that with the ability to sample active attack traffic and
immediately create mitigations means that DDoS attacks can be surgically blocked more
accurately and effectively than ever before.
Lastly, with Sightline-to-Sightline signaling, Arbor Sightline can intelligently notify network
operators upstream or across business units, to perform blocking of DDoS traffic even
closer to the source.

SECURITY
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Overcoming DDoS With Arbor Smart DDoS Protection:
A Real‑World Example
A multi-vector DDoS attack utilizing weaponized Internet services and infrastructure is directed
at a DNS server, IP address 10.10.10.10.
The attack consists of NTP Amplification, MS SQL Amplification, DNS flood and Mirai DNS
Pseudo Random Subdomain (PRSD) attacks. The following are all the steps of detection and
automated response, and the multiple mitigation strategies used to mitigate the attack.
1. Detection – Arbor Sightline performs multi-vector attack detection. This is achieved with flow
metrics and can include botnet detection and reflection/amplification filters available through
the ATLAS Intelligence Feed (AIF) and Arbor Sightline with Sentinel.
Within a few seconds an alert with multiple attack vectors is generated, as shown:

2. Mitigation begins by utilizing BGP Flowspec rules at the edge – Arbor Sightline applies
Flowspec mitigation to drop NTP Amplification and MS SQL Amplification attack traffic and
forwards the rest of the traffic to an Arbor Threat Mitigation System (TMS) that can analyze
and clean the remaining attack vectors.

SECURITY
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3. Automatic mitigation using Arbor TMS – Arbor TMS drops remaining attack vectors and
passes legitimate traffic to target DNS server 10.10.10.10. The mitigation dashboard below
provides a TMS mitigation overview. As shown, various countermeasures are used to mitigate
the attack, including DNS Authentication, DNS Malformed and DNS Rate Limiting.

Arbor Threat Mitigation System
Provides up to 400 Gbps of mitigation in
a single TMS appliance and up to 40 Tbps
of mitigation capacity in a single Sightline
deployment.

4. Mitigation Overview – Using a single screen, Sightline with Sentinel provides detailed
information regarding of ongoing mitigations. For example, in our scenario below you see
details of all the active Flowspec and TMS mitigations.

SECURITY
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A single click reveals details per active mitigation. For example, below are the details of a
Flowspec Mitigation:

Arbor Sightline with Sentinel
Can stop multi-vector DDoS attacks by
intelligently orchestrating multiple methods
of mitigation including, Flowspec in routers,
Arbor Threat Mitigation Systems and
upstream service providers.

5. (Optional) Use of Sightline Signaling for Inter-provider DDoS mitigation – If need be,
a network operator may share attack details and trigger mitigation in an upstream service
provider or in a peering partner. This allows the attack to be mitigated closer to the source
so that upstream and peering links should not be overloaded. Sightline with Sentinel can do
this by enabling inter-provider DDoS mitigation using “Sightline Signaling”. If the upstream
ISP elects to receive and deploy the requested mitigation, the requesting ISP can see an
“upstream view” into attack statistics.

Corporate Headquarters
NETSCOUT Systems, Inc.
Westford, MA 01886-4105
Phone: +1 978-614-4000
www.netscout.com

LEARN MORE
To Learn More about NETSCOUT Arbor
Smart DDoS Protections Solutions visit:
https://www.netscout.com/ddos-protection
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