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Combat NTP Attacks with Arbor Threat Analytics

As part of every enterprise network, 
Network Time Protocol (NTP) is used by 
IT organizations to maintain accuracy 
with the clocks in the network and on 
the Internet. It is an essential part of 
an efficient IT environment, broadly 
employed by servers, network, and 
mobile devices, regardless of their vendor 
(latest version is NTP v4, RFC 5905). 
Given this pervasive level of deployment, 
IT teams must use vigilant security 
monitoring to identify changes in NTP 
traffic, which is essential to minimize risks 
associated with an NTP attack.

Threat
An NTP amplification attack is a form of distributed denial of service 
(DDoS) during which an attacker spoofs the IP address of the targeted 
victim and sends a message to an NTP server with a request for the 
monlist (MON_GETLIST), a command that instructs the server to 
respond with the most recent 600 source IP addresses that have 
communicated with that NTP server. The request itself is a very 
small packet, perhaps a couple hundred bytes in size. However, the 
response, with 600 addresses, is substantially larger – statistics range 
but could be 70 times the size of the request or even more. The 
attacker sends spoofed requests to many devices simultaneously 
in order to overwhelm the victim from many, large-volume, NTP 
responses (the amplification effect) with the intent of overwhelming 
the victim’s device, network, or business. 

Risk
The targeted server may not feel the greatest impact of the attack, but 
rather the infrastructure surrounding it due to the excessive traffic. 
This may impact the business’s ability to support other services, albeit 
temporarily, and revenue and customer support could be disrupted as 
a result. Depending on the scope, if customers and partners become 
aware of the attack, it could be damaging to the company’s reputation. 

Further, the target’s upstream Internet Service Provider may also have 
difficulty supporting the traffic, which could cause them to possibly 
take their services off-line, thereby further impacting other legitimate 
business traffic.

Investigation
Organizations have a quick and effective way to identify and 
investigate NTP threats by employing Arbor Threat Analytics (ATA) 
from NETSCOUT®. ATA is an enterprise-wide network threat and risk 
investigation solution that helps reduce the impact of security threats, 
like the one presented by an NTP-based DDoS attack. ATA leverages 
smart data from NETSCOUT InfiniStreamNG (ISNG) appliances for  
real-time monitoring of packet traffic in their network. 
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Figure 1: NTP reflector attack from attacker to target company / victim.
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Figure 2: Risk Visualization in ATA tracks security risks and threat 
indicators. In this case, there are 24 NTP Amplification Violations and 
a high level of activity for NTP Amplification outbound.

Using ATA Risk Visualization analysis (Figure 2) in ATA, it was discovered 
that a network had experienced 24 NTP Amplification Violations, and 
outbound traffic volume for NTP Amplification was significant. From here, 
the security analyst investigated further, using Network Visualization to 
focus solely on the affected servers (Figure 3). The NTP Server view was 
sorted by greatest volume in bytes and packets to quickly pinpoint the 
servers most impacted by the NTP amplification attack. As a result, it was 
easy for the security analyst to confirm the target server.

Figure 3: Network Visualization in ATA provides details on servers 
impacted by NTP-based DDoS attacks. The focus is on the server 
highlighted in blue which shows the victim server and its IP address 
with both Volume and Packets much higher Out than Inbound.

As a final investigative step, the security analyst wanted to confirm a 
suspicion that it was definitely an NTP amplification attack. Based on 
the real-time packet monitoring by the ISNG appliances, the security 
analyst focused the Host Investigation capability in ATA on the target 
server and leveraged a packet capture to decode from the suspicious 
server (Figure 4). It was quickly confirmed to be the NTP attack as they 
were able to identify the Request Code as the MON_GETLIST_1.

Figure 4: Host Investigation in ATA focuses on the specific host or 
server. The drill down from the Network Visualization screen on the 
victim server shows the results of the packet capture. The decode 
analysis confirmed the NTP attack with the Request Code as  
MON_GETLIST_1.

Mitigation
The security analyst collaborated with the network operations team 
to turn off this server to end the high volume of responses. During 
this conversation, it was revealed that a brand-new server had been 
deployed just that day. No configuration had occurred. To put it back 
on line, they planned to configure the server to disable the monlist 
command to remove the vulnerability. 

Summary
According to a recent survey1, NTP reflection attacks are still among 
the most popular amplification attacks. It is easy to see why, given this 
use case – so quickly discovered, an improperly configured new server 
in the network; the absence of IP header information authentication; 
and a protocol that doesn’t use a handshake (UDP). However, as 
vulnerabilities will occasionally emerge, it is imperative to employ 
automated real-time monitoring for early warning, threat identification, 
and risk investigation, such as Arbor Threat Analytics with ISNG 
appliances to minimize risk and mitigate issue that may emerge. 

1 https://sissden.eu/blog/amp2018
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