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Visibility and Analytics for Security Risks & Investigation
Security incidents are intensifying worldwide,
and their sophistication and ability to elude
discovery have raised the bar for solutions
and techniques to detect and minimize their
impact early and effectively. Enterprises
today have invested in tools, like firewalls,
IDS, and IPS devices, to provide network
edge and endpoint protection from nefarious
security risks and threats. Yet despite these
efforts, organizations still suffer significant
breaches that result in the loss of confidential
data, proprietary intelligence, and customer
/ corporate financial information. Not
only can the repercussions be swift and
expensive, they can also create such a public
exposure that the corporation’s reputation
and customer confidence are seriously
damaged. A new approach is needed to
provide a security solution that is consistent
and effective in any infrastructure your
organization may have deployed and can
grow as your needs evolve, be it private,
public, or multi-cloud.

Today’s Security Tools –
Challenges and Concerns
The amount of time malicious activity can
dwell in your environment before detection,
investigation, and risk assessment is
performed continues to be a focal point for
security analysts. As today’s approaches
have largely leveraged machine data, like
syslog or NetFlow data, for risk detection,
there has been a disconnect in what is
required for an efficient and effective
investigation. Non-wire data-dependent
tools that leverage syslog or NetFlow data
have proven insufficient for advanced, indepth investigation. Wire traffic monitoring
for packet data evidence is necessary to
best assess threats, identify lost information
or compromised assets, and reveal the
scope of the attack. The issue here is that it
hasn’t always been practical to gain access
to this rich packet data.
There continues to be a gap in visibility
deep within data centers and enterprise
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Figure 1: Arbor Threat Analytics provides visibility deep inside data centers, between the edge
and endpoints, for any infrastructure, any application, and anywhere for threat detection,
incident response, and forensic analysis, using the best data source for security and network
ops. Arbor Edge Defense is focused on security for beyond the perimeter.
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environments. The area between the network
edge and endpoint devices has been left
virtually uncovered and at risk, as other tools
have failed to provide threat visibility, as
evidenced in Figure 1.
Overall, the lack of conclusive evidence,
access to quality data, and insufficient
visibility in a vulnerable area of the enterprise
environment have put many organizations at
ongoing risk from malicious activity that can
infiltrate and hide its tracks without being
noticed. Until now!

Introducing Arbor Threat
Analytics
Arbor Threat Analytics (ATA) is an enterprisewide network threat and risk investigation
solution that helps reduce the impact of
threats on your business. With the ability to
promptly and efficiently detect, investigate,
validate and respond to threats, it serves
as an early warning system of damaging
incidents with a rich source of data analytics
to reduce the time cyber criminals can lurk
in your network, thus reducing risk in your
company’s resources and reputation.
The NETSCOUT approach, based on
patented Adaptive Service Intelligence™ (ASI)
technology, enables ATA to provide early
detection, high-fidelity packet analysis and
investigation, and integration with third- party
SIEMs to help organizations reduce the threat
from security-related incidents. This highly
scalable, deep packet inspection engine
leverages continuous, real-time monitoring of
wire traffic for packet data with NETSCOUT®
InfiniStreamNG™ (ISNG) software and
hardware appliances. With ASI, threats will
be detected and linked to detailed security
forensics analysis with packet- and sessionlevel evidence to complete a security incident
triage and investigation, with ATA providing
the logical, intuitive, contextual workflows.
Pervasive, continuous visibility for “anywhere,
everywhere” security monitoring is made
possible through the innovative deployment
choices of ISNG software/hardware
appliances and vSTREAM™ virtual appliances
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across the variety of private/public cloud,
conventional network infrastructure, and
virtualized environments that require visibility
for threat detection and troubleshooting
when used in combination with ATA.

Security Threats
Addressed by ATA
Arbor Threat Analytics provide enterprise-wide
monitoring and visibility to uncover security
threats, anomalies, and compliance issues
that may create or contribute to network and
application disruptions, including:
• Internal threats posed by volumetric,
application layer, state exhaustion, and / or
other advanced attacks that can be used
as part of an investigation.
• Mis-use (or unsecure use) of standard
network protocols, such as bad reputation
lookups with DNS, URLs, bad external IPs,
or attacks that make use of file transfer
protocols like SMB, CIFS, and NFS.
• Issues that may be related to the use of
poor or weak ciphers, such as SSL/TLS or
IPSEC, and/or expiring digital certificates.
• Anomalies, such as unusual behaviors,
suspicious activities, and application
attacks occurring across the network.

Arbor Threat Analytics Offers
Seamless Workflows
ATA relies on the power of ASI to help the
security operations center (SOC) to monitor
for and detect security incidents. Through
continuous monitoring of wire traffic, ASI
generates smart data which is consumed by
Threat Analytics to provide analysis and views
into activities that threaten enterprises.
The network and Incident Response Team
(IRT) will benefit from the efficient workflows
available in ATA for workflows that provide
contextual drill-downs through multiple
layers of analytics and investigation. These
workflows enable efficient and informed
response activities to reduce the time for
security incident identification, triage, and
resolution.
ATA provides the following key analysis layers:
• Risk Visualization – Provides views
and details on threats with high-level
diagnostics for a selection of risks,
including protocol and certificate security
risks, with contextual drill-downs to
forensics analysis for session- and packetlevel evidence.

• Network Investigation – Overall
view of your network activity for ad hoc
troubleshooting based on load and failures
in particular transactions, throughput, and
volume/packet counts. May be accessible
as a drill-down from Risk Visualization.
• Host Investigation – Offered in both
report and graphical views, enables
searches for specific hosts that are
suspected to have security issues for
further drill-downs with context to session
and packet-level evidence.
• SIEM Integration – Integrates seamlessly
with existing SecOps workflows that
employ SIEM tools for single pane of
glass approach. Views into Splunk or a
third-party security tool of your choice to
examine and search for SIEM events sent
to syslogs; offers drill-downs to Threat
Analytics with context.
Security threat issues are efficiently
addressed by following the logical, intuitive
workflows between the views and analysis.

Benefits of Arbor Threat
Analytics
• Faster Response to the Most Serious
Threats to minimize catastrophic impact
to the business when cyber criminals are
able to dwell in the environment over
protracted periods of time, leveraging
powerful detection, investigative, and
forensics analysis capabilities.
• Reduce financial loss with rapid, focused
detection and logical, intuitive workflows for
threat investigation that minimize exposure
to security threats and costly repercussions
(e.g., remediation costs, as well as damage
to customer loyalty and reputation, etc.).
• Extends the value of investments
already made in NETSCOUT ASI technology
for smart data from packet-based
monitoring for both security and service
assurance activities.
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Figure 2: Logical workflows in ATA provides key analysis starting with Risk Visualization to
Network Visualization to Host Investigation to complete an incident response.
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• Strategic vendor partnership that
reduces cost and complexity associated
with managing multiple point vendors
and products.

Sales Information
Toll Free US: 800-309-4804
(International numbers below)

Product Support
Toll Free US: 888-357-7667
(International numbers below)

NETSCOUT oﬀers sales, support, and services in over 32 countries. Global addresses, and international numbers are
listed on the NETSCOUT website at: www.netscout.com/company/contact-us
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