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Managing Office 365 
Performance
Microsoft Office 365™ provides enterprise 
users office applications combined with Skype 
for Business®, SharePoint®, Exchange™ and 
OneDrive™. Enterprises are adopting Office 
365 to lower costs, leverage Microsoft® IT 
for maintenance and upgrades allowing 
enterprise IT to focus on more strategic 
projects. An added benefit of Office 365 is 
the extension of application access to mobile 
users using virtually any device – Windows or 
Mac desktops and laptops, Android devices, 
iPhones/iPads and other smartphones.

As companies migrate from premises-based 
solutions to Office 365™, operations teams 
generally take a hybrid approach – mixing 
on-premises use with Office 365. As a 
result, they face a significant challenge – 
that is, how to ensure that users continue 
to get good experience even when IT has 
little control and limited visibility into the 
cloud. Because of the complex interactions 
between enterprise networks, WAN providers 
and Microsoft cloud, multiple factors may 

contribute to performance issues. And 
yet, lack of visibility into all service delivery 
dependencies results in increased time to fix 
performance problems, negatively impacting 
enterprises through lost productivity and 
user dissatisfaction. Traditional silo-based 
performance management approaches fail to 
provide the deep visibility needed to resolve 
these multifaceted issues quickly.

With the nGeniusONE™ Service Assurance 
platform, enterprises get real-time visibility 
into the performance of the entire operating 
environment that includes Microsoft Office 
365 along with service enablers such as DNS 
and Active Directory. nGeniusONE provides 
deep insights into user experience across 
applications by analyzing all network traffic 
flowing over the wire. Powered by Adaptive 
Service Intelligence™ (ASI) technology, the 
highly scalable and patented deep packet 
inspection engine, the nGeniusONE platform 
enables IT teams to identify the root cause 
of Office 365 performance issues introduced 
throughout the corporate network. As a result 
of this end-to-end view, IT teams can quickly 
triage performance issues involving LAN and 

WAN bandwidth, guaranteeing user access to 
services, or ensuring acceptable performance 
for Microsoft Office 365 as well as for other 
business application regardless of where it 
is hosted - in a private data center, a private 
cloud, or in the public cloud.

Office 365 Performance  
Problems Solved by the 
nGeniusONE Platform
When enterprise applications, such as Office 
365 services underperform or go down, 
nGeniusONE platform delivers visibility into 
the performance of the entire service delivery 
environment that includes desktops, service 
enablers (e.g., DHCP, LDAP/AD, and DNS), 
the application and web tiers, the network, 
WAN, the edge routers and firewalls. As a 
result of this end-to-end view showing the 
interrelationships between different elements 
used in the service delivery, nGeniusONE can 
provide IT teams the information necessary 
to understand the full context of the sources 
of service anomalies.

By measuring the performance from 
an end user perspective, IT teams can 
accurately determine whether the root 
cause is within the underlying enterprise 
infrastructure such as the network, routers, 
firewalls or service enablers, or if the issue 
is originating in the cloud service provider 
domain. The solution enables IT teams to 
efficiently identify, triage, and resolve many 
performance issues impacting Office 365 by 
providing visibility into:
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Figure 1: The nGeniusONE platform delivers quick service triage for managing cloud services 
such as Microsoft Office 365.
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A majority of service delivery issues can be 
efficiently triaged by using the dashboard and 
the service monitor screens alone. However, 
should deep-dive troubleshooting be needed, 
IT teams can contextually drill down to the 
session and the packet analysis layers.

Benefits of nGeniusONE Solution
• Track Office 365 Application Usage  

With visibility into Office 365 traffic, 
operations teams can track the usage of 
individual Office 365 application usage 
and performance, including mobile 
devices usage.

• Quickly and Efficiently Triage 
Network Performance Issues IT teams 
can efficiently troubleshoot network 
performance issues and quickly determine 
if the problem exists within the enterprise 
network or if the cloud provider should 
take remedial action.

• Reduce MTTR and Improve User 
Experience Operations teams can monitor 
service enabler performance such as 
Active Directory (AD) authentication, AD 
synchronization between enterprise and 
Microsoft cloud, and DNS performance. 
Visibility into these essential services 
enables IT teams to understand the root 
causes that typically manifest as Office 
365 outage and slow response times 
introduced during initial logins.

• Improve IT Team Collaboration The 
platform improves problem resolution by 
facilitating collaboration between internal 
IT and cloud teams with a common ASI 
dataset and workflows for all services used 
in the delivery of Office 365 applications.

• Reduce Costs Combined visibility of 
Office 365 and enterprise applications in a 
single solution helps organizations reduce 
the number of management tools and 
their costs. A single solution minimizes 
downtime and streamlines troubleshooting 
of both application and network 
performance issues.

• Service Dashboard The dashboard 
delivers real-time health status, metrics, 
alarms, and intelligent early warning 
of Office 365 application performance 
problems. IT teams can use the dashboard 
to quickly spot performance issues related 
to a composite service including the 
individual Office 365 application; service 
enablers such as DNS, Active Directory; 
load balancers and firewalls in a single view.

• Service Monitors (Universal Monitor, 
DNS Monitor, Active Directory Monitor, 
etc.) Service monitors enable IT teams 
to quickly triage and isolate the sources 
contributing to Office 365 application 
performance degradation. These monitors 
provide application / protocol-specific 
visibility across such things as DNS servers, 
URLs accessed for delivering Office 365 
services, Active Directory synchronization 
between enterprise and Microsoft cloud, 
load balancers, and firewalls. IT teams get 
a consolidated view of application request 
workloads, traffic latencies, authentication 
and DNS errors, and application errors 
returned from cloud service providers, 
among other details. Through these 
monitors, IT teams get holistic visibility into 
the performance of all service components 
across all tiers supporting the Office 365 
service delivery environment.

• Session Analysis The session analysis 
helps IT teams get detailed session and 
flow information such as transaction 
latencies, average response times, and type 
of browser used.

• Packet Analysis enables IT teams to 
perform deep-dive protocol-level analysis 
using highly granular packet decodes for 
all protocols and services that support 
Office 365 such as HTTP, DNS and Active 
Directory. With this information, IT teams 
can rapidly solve network and application 
performance problems and reduce mean 
time to repair (MTTR).

• Application usage segmented by individual 
office application/productivity tool.

• Network performance and response times 

 – associated with each office application/
productivity tool.

 – for each user community, site or 
location.

 – for mobile devices such as Android, 
Windows, and IOS devices.

• Service enabler performance issues 
such as problems with DNS queries and 
authentication.

• Active Directory Synchronization issues 
causing problems with accessing Office 365 
services.

• Total bandwidth consumed for Office 365 
as well as any contention issues with other 
applications.

nGeniusONE Platform Offers 
Seamless Top-Down Workflows
In order to help IT teams address 
performance issues involving Office 365 
applications, the nGeniusONE platform 
relies on the power of ASI. The performance 
metrics extracted from network packets are 
efficiently organized by ASI so that they can 
be viewed by a range of options such as 
location (community of users), QoS levels, and 
Office 365 applications accessed by users, 
among others. This enables the nGeniusONE 
platform to offer a top-down, workflow- based 
approach to problem identification, situation 
analysis, service triage, and resolution.

Through the use of structured top-down 
workflows, IT teams can efficiently hand off 
incident response tasks across different 
internal IT groups, as well as to external 
WAN and cloud service providers. As a 
result of this collaboration, nGeniusONE 
platform streamlines service delivery 
management of Office 365 deployments. IT 
teams can start the workflow by interacting 
and contextually transitioning between the 
following analysis layers:
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