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Network Monitoring

Nobody is monitoring the network these days. They are monitoring so much more.

hatever your image of the activity of network
monitoring—a technician sitting in a NOC
with eyes glued to a multi-window terminal
displaying a mix of alerts, logs and topologies or a
system dispassionately scanning network elements for
anomalies and alarms—there is a lot more going on
behind the scenes these days. It may look the same to
but every blip, trigger and
exceeded threshold is tied to something else: a

the outside observer,

customer profile, a service level agreement, a charging
system. In a world striving for real-time customer
experience information, no metric stands alone.

Tanya Nasehoglu, data network engineer at Bell
Mobility, said there have been dramatic changes in
the way her company approaches the monitoring of
its network. One thing that has changed, she said, is
that network-based metrics are no longer enough to
measure network performance.

“Managing high-performance networks involves
having a high-performance strategy,” Nasehoglu said.
“Network metrics used to be enough, but now with
MPLS backbones, QoS, [looking at] throughputs and
volumes on a per class-of-service basis is not enough.
The volume on a link won't tell you if the customer is
having a good experience.”

Bell Mobility had to break out some new KPls (key
performance indicators), she said. And, as an aside,
it learned you also have to build those new KPIs
into your reporting systems and workspace so the
engineer in the network operations center is aware of
the new metrics.

Nasehoglu says there is no lack of challenges to
monitoring performance. In fact, she has a laundry list.
Keeping up with data rates is first and most obvious,
but there also is the ongoing transition from TDM to
IP, the move to IPv6 and knowing all the applications
running on your network—for starters.

Service providers also need to learn the behavior
of different handsets and devices on the network.
They must devise a way to manage over-the-top
services and proactively manage capacity. They need
to protect themselves from abuse through network
address translation devices in IPv4 networks and
reduce latency.

LTE also presents its own challenges, she said.
Service providers need to have the right visibility in the
right place at the right time, which is tough when the
use of probe-based solutions proves untenable. LTE
is an evolving network, which makes it difficult to stay
proactive. It requires the ability to correlate applications,



devices, services and users. Another, less discussed,
challenge is in maintaining the necessary skill sets to
have subject matter experts across networks.

At almost every stage, overcoming these challenges
requires new analytics capabilities. Nasehoglu said, “It
has been a lot of work so far to make sure we have the
tools for the analytics, but [without it] the problems will
only get bigger and more out of control over time.”

Ron Seager, senior manager of core network
engineering at Cricket Communications, believes the
industry is still in its infancy regarding analytics. “We
are focused on what our subscribers are doing for now,
then we can move on to what the handsets are doing.
The next step will be to tie it all together,” he said.

Seager confirms one of the unsung drivers of all the
increased interest in network management solutions:
improving the cost structure. He believes achieving
a better customer experience and improving the cost
structure can be done simultaneously by optimizing
the network. For example, Cricket was able to lower
the bandwidth requirement of a video stream from
400KBps to 200KBps, which lowered the cost of
service delivery and improved the customer QoE.

“Back in 1994, all we measured was how fast,
say, you were getting your picture message to your
phone. That’s a long way from where we are today,”
Seager said.

He cited different challenges for LTE, primarily the
cost challenges of migrating to an Ethernet backhaul
and the issue of interoperability. “Getting the tools in
place to make sure everyone plays nice together is
critical,” he said.

He also cited better visibility into service and usage
patterns. He said prior to Cricket’s deployment of
NetScout monitoring solutions, the company had very
little visibility. “We needed to understand what our
customers are doing because we wanted to enable
whatever it was they wanted to do on our network. That’s
the value we deliver, we don’t want to stop them from
doing anything,” Seager said.

Steven Shalita, vice president of marketing at
NetScout, said he agrees that traditional network metrics
on a per-link basis are no longer enough. But he said the
network holds all the information service providers seek.
Unfortunately, service providers are behind in some
cases about what is going on the network, Shalita said.
“The key is all in how service interrelate to each other
and so it does go beyond network metrics.”

“Service providers need

to learn the behavior of
different handsets and

devices on the network.”

One of the systems with which services and the
data about them needs to interrelate is the charging
system, something else that old NOC folks never had to
worry about, at least on a real-time basis.

“Whether you are talking about opening APIs or
securing QoS mechanisms, it all has to be tied to the
charging system. This is the biggest innovation in this
area and makes billing real time rather than measuring
bits once a month,” said Peter Linder, head of network
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solutions at Ericsson in North America.
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NetScout Systems, Inc. (NASDAQ: NTCT) is

the market leader in Unified Service Delivery
Management enabling comprehensive end-to-
end network and application assurance. For 27
years, NetScout has delivered breakthrough
packet-flow technology that provides trusted

and comprehensive real-time network and
application performance intelligence enabling
unified assurance of the network, applications and
users. These solutions enable IT staff to predict,
preempt and resolve network and service delivery
problems while facilitating the optimization and
capacity planning of the network infrastructure.
NetScout nGenius® and Sniffer® solutions are
deployed at more than 20,000 of the world’s
largest enterprises, government agencies,

and more than 148 service providers, on over
one million physical and 2,000 virtual network
segments to assure the network, applications, and
service delivery to their users and customers. For
more information about NetScout go to
www.netscout.com or call toll free 800-357-7666.
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