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Distinguishing Business Use
of the Network from Recreational Use

Recreational use on the network can be
found in many forms; it could be users
accessing the Internet to:

place gift orders

check sports scores

look up stock prices

transfer money into 401K plans
participate in online gaming

listen to Internet radio

download copies of the latest movies

or a multitude of other
recreational uses

Users can also utilize network resources
for other recreational purposes such

as hosting gaming tournaments on
company servers, or using file sharing to
share music with other co-workers.

The legal ramifications of online file
sharing need to be considered. It is safe
to assume that an employee listening

to the latest rock or R&B album on his
or her computer is not the top concern
of most corporations when assessing
the various financial and legal risks of
their day-to-day operations. However,
given the substantial monetary penalties
that accompany copyright infringement
and the increasing likelihood that the
music and entertainment industries will
soon focus their enforcement actions on
corporations, on-line file sharing in the
workplace should be a concern for every
organization.
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NetScout applies its high-definition
CDM technology to identify and monitor
application traffic flows, mapping

them to the powerful real-time and
historical views and reports available

in nGenius Performance Manager.

This approach enables NetScout's
distributed monitoring and continuous
capture devices, when strategically
placed throughout the organization’s
network, to collect and deliver rich,
actionable information on the utilization
and conversations from business critical
application links. Network professionals
can then proactively manage faults,
monitor application responsiveness,
plan network bandwidth changes, and
rapidly troubleshoot problems including
detecting and diagnosing recreational
resource usage.

As organizations look to new
technologies that allow them to receive
orders electronically, process payments
quicker, increase staff productivity and
improve process scheduling, it is vital
that the appropriate systems are in
place to support these new business
initiatives. There are several challenges
that these businesses must face:

Ensuring that new revenue
generating or payment functions are
available, efficient and reliable. Long
response time for credit card or
check authorizations, bank deposits
or transfers, and/or stock purchases
or sales during peak time results in
lost customer revenue and loyalty.
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Implementing and delivering
business services, such as staff
scheduling, payroll and e-mail for
merging organizations or during
times of restructuring must have
minimal impact on the end user.

Effectively managing IT operating
expenses, while at the same time
improving network efficiency and
application availability, to reduce
cost and increase the organizations
overall profitability.

To meet these challenges, organizations
need to institute better performing infra-
structures. The improved infrastructure
can also invite misuse or recreational
use of the network. This recreational
use can consume the organization’s
resources and cause system outages,
reducing productivity and possibly
grinding the business to a halt.

As networks become more complex
in order to deliver mission-critical
applications in support of business
objectives, IT organizations face new
network challenges. Amongst these
challenges are:

Maintaining the quality of service for
time-sensitive applications such as
VolIP, videoconferencing, real-time
stock information delivery, or other
applications crucial to day-to-day
operations.

Minimizing the need for costly
infrastructure upgrades while
simultaneously troubleshooting
network and application response
time issues across widely distributed
networks.

Pinpointing and identifying all
applications in the network, including
those used for business as well as
applications used recreationally. This
is extremely important to ensure
network efficiency.

Isolating the users, conversations

and hosts of all applications in order
to perform troubleshooting functions.

[T Organizations need to be able to
identify key performance indicators
and the application flows associated
with them to ensure quality of service
for real-time, business-oriented
applications, troubleshoot response
time issues and identify “worst
performing” locations, applications,
servers, clients, flows and application
servers in order to minimize mean time
to resolution (MTTR). To meet both
the business and network challenges
associated with recreational use, IT
organizations look to the nGenius and
Sniffer Performance Management
Systems to provide precise network
information. This detailed and granular
network data ensures the effective
delivery of applications across the
distributed network, provides the ability
to troubleshoot network problems in
real-time and supplies the data needed
to control costs.

Recreational use of corporate resources

is gaining lots of attention these days -

both for the impact on costs associated

with unnecessary bandwidth upgrades,
but also because of its ability to impact
customers, partners, productivity and
revenue if application performance
degrades. Streaming audio, streaming

video, software as a service (SaaS) and
peer-to-peer applications are all vehicles

used to deliver both recreational
and business services to end users.
Distinguishing which are appropriate

uses of the network can be challenging.
Table 1 offers a description of each with

examples of both legitimate business
uses and recreational uses.

Identifying the subtle differences in
usage of the applications listed in Table
1 requires sophisticated monitoring
tools. Visibility into bandwidth utilization
is not enough for today’s IT staff to
properly identify and monitor business-
critical applications. They need vision
into key performance indicators (KPls),
the flows associated with the KPIs and
also the packets associated with each
flow. They need the ability to:

Recognize the broad range of
business applications in the network,
including well-known applications
like Lotus Notes or complex
applications such as SAP and Citrix.

Recognize Web-based or custom
applications individually by URL and
not grouped as “Other” or hiding in
the “Port 80 blind spot”.

Differentiate recreational streaming
audio and video from business-
related VoIP and teleconferencing
services.

Identify the individual users,
conversations, host and volume
associated with these services

and applications whether they are
unicast or IP multicast data transfers.

Without this level of visibility and
analysis, IT organizations cannot
properly distinguish between
recreational uses of the network and
legitimate business-related use.

NetScout utilizes the nGenius
Performance Manager, with its
distributed monitoring and continuous
data capture devices to provide IT
organizations with the capabilities
necessary to cost-effectively manage
and optimize the delivery of business-
critical applications and ensure
service availability on the network. The
NetScout Solutions can identify all
applications on the network - including



well known applications, complex
applications, web-based and even
custom developed applications - using
the NetScout's Common Data Model
(CDM) architecture.

Using recognized application port
numbers, the NetScout Solutions
provide valuable data for well-known
applications such as multimedia

audio, streaming video and VolP. This
data provides insight into how these
applications are being used and
displays key performance indicators
relating to the quality of experience

of the end user. For more challenging
and complex application such as SAP,
Oracle and Citrix, NetScout solutions
offer flexible user configurations to
aggregate traffic flows over a range

of ports and displays them as a single
application. This aggregation ability also
allows the System to monitor and report
on IP multicast conversations.

NetScout solutions allow the IT
organization to view Web-based
applications individually and not simply
as HTTP/HTTPS traffic by defining
the URL address of the host. With

the flexibility of the nGenius CDM
architecture, custom-developed
applications can be defined by a
range of port numbers and/or by the
source/destination address. It can also
automatically track and alarm against
some of the more popular peer-to-
peer applications - KaZaA, Shareaza,
Morpheus, BearShare, BitTorrent,
LimeWire and eDonkey - that might
be found on the corporate network.
Once enabled, this feature can aid

in detecting bandwidth consumption
caused by these bandwidth hogging
recreational applications. In instances
where HTTP represents a significant
percentage of bandwidth utilized,
NetScout's continuous capture devices
consistently record the packets on the
instrumented network segment for
in-depth forensics analysis and web
playback to uncover the sites visited.

Identification of any of these

Streaming Audio - A voice transmission over the internet such as news broadcasts or
internet radio. The effect on the network for streaming audio is additional bandwidth
demand that may impact delivery of other higher priority business applications.

Often found on NASDAQ or Yahoo finance
is a statement - “To listen to a recording of
ABC Company's Earnings call, click here.”
Streaming audio used in conjunction with
streaming video, known as streaming media,
can be used for webinars and on-line
training or education sessions.

Internet Radio is being advertised by radio
stations across the United States “avoid
the poor transmission in your office,
download our broadcast from our website
at www.website.com”.

Streaming Audio - A video transmission over the Internet. Streaming video can wreak
havoc in corporate networks due to high bandwidth consumption, eventually degrading
business-critical applications to the point of appearing unavailable to the users.

Many tradeshow companies video tape
keynote addresses to be available over
their websites; teaching hospitals offer live
surgical webcasts; companies with B2B
services offer webinars as a way to educate
perspective customers.

Many professional league sports teams as
well as collegiate events such as NCAA
tournaments offer links to sites where games
currently under way can be viewed online;
streaming news video from major networks
websites. Video found on popular Internet
sites such as YouTube and Google Video.

Software as a Service (SaaS) - A software application delivery model where a

software vendor develops a web-native software application and hosts and operates the
application for use by its customers over the Internet. These SaaS applications are often
implemented on the network with little or no IT Organization awareness and appear as a

large increase of web traffic on the network.

A sales organization implements a web-
based opportunity and customer tracking
application to be used by the sales force to
monitor new business and sales activity or a
marketing organization takes advantage of
web-based customer survey applications.

Disguised as web traffic a SaaS site can be
utilized to collaborate on designing, building
and hosting freeware first person shooter
games. This recreational use of SaaS can
distract employees from performing their job
functions and utilizes corporate resources.

Peer-to-Peer Applications (P2P) - Designed for file sharing, these applications have
made music sharing one of the most popular fads of recent times, but there is an evolution
from a business perspective as well. These P2P applications can be used for large file trans-
fers or system back-ups requiring a large amount of bandwidth.awareness and appear as a
large increase of web traffic on the network.

Document sharing with P2P software,
distributed back-up software and
collaboration applications are examples
of Peer-to-Peer solutions.

File sharing applications have changed the
way people acquire and share music, movies
and games.



applications is fundamental, even when
traffic is minimal in comparison to the
total network volume. Recognizing
these applications early can eliminate
larger problems that could be coming
down the road, particularly in the case
of peer-to-peer file sharing. By seeing
the activity when it first appears,

the IT Organization can quickly and
effectively take corrective action prior
to business-critical applications being
disrupted or the end users being
affected. High-definition granularity
and visibility into all the hosts and
conversations utilizing streaming audio,

video, SaaS and P2P applications
provides detailed information as to

the nature of these transmissions. By
providing comprehensive real-time
monitoring, troubleshooting, bandwidth
management and historical reporting
functionality, NetScout solutions allow IT
professionals to clearly identify business
use versus recreational use. In turn, IT
organization can satisfy their networks’
operational needs and ensure the
availability of the applications, resources
and servers to meet their companies’
business objectives.

A financial firm's IT staff using the nGenius Solution discovered streaming video
consuming substantial bandwidth on one of the regional office’s network. An
employee's child-care center had a web camera available to check in on their
child during the day. This streaming video had the potential to disrupt financial
transactions. By identifying the application and the end user, the company, that
prided itself on its family friendly policies, was able to resolve the situation, using
the precise evidence that the nGenius System provided, before key business

applications were affected.

When a US government team from headquarters traveled to one of their remote
missions, they tried to check e-mail and found the network very slow, so they
reported it to the network administrator. The network engineer who was assigned
the problem checked the site’s activity with the nGenius Solution and found, in
addition to the anticipated e-mail and business traffic, there was also Internet
radio traffic consuming more than half the bandwidth. He created an on-demand
report of the activity, displaying the IP address of the user streaming the music,
and e-mailed it to the local administrator at the mission. Aimost immediately, the
utilization at the site was reduced, and has maintained a nearly 60% drop in
overall activity since. This and similar discoveries have saved the agency
countless dollars in unnecessary and expensive WAN upgrades, and at times,
helped them to “right size” existing locations.

A west coast medical center utilizing a web based SaaS application was
experiencing slow response time when accessing the application via the internet.
Using the nGenius System they determined that traffic was taking a circular route
to the provider. By dedicating a direct link to the provider users were able

to access the Saa$S application without issue.
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NetScout Systems provides advanced
network and application service
assurance solutions that deliver
complete visibility into real-time, packet/
flow-based operational intelligence.

IT operators at the world's largest
enterprises, government agencies, and
service providers use the Sniffer and
nGenius solutions to troubleshoot service
degradations faster and more efficiently
in order to reduce MTTR.

Intelligent Data Sources for high
capacity, deep-packet recording and
monitoring

Analysis Software for real-time and
historical network and application
performance management, trouble-
shooting, capacity planning, and
reporting

Advanced Intelligence for early
detection and in-depth analysis of
complex or specialized application
services
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