
nGenius Performance Manager Optimizes Cisco VoIP
The nGenius Performance Management Solution is a vital tool for helping enterprises manage and optimize Cisco voice over IP (VoIP)
implementations. The nGenius Performance Manager's support of strategic Cisco H.323, SIP, and SCCP-based IP phones and
CallManager gives IT staff the ability to identify all data applications, standard VoIP applications and set up protocols, as well as
proprietary Cisco applications, enabling them to more effectively analyze call quality, optimize bandwidth, set QOS policies, trou-
bleshoot end-user affecting problems and plan for future growth requirements. With the nGenius Performance Management Solution,
organizations can migrate to IP telephony with the confidence of knowing they can optimize the planning, deployment and ongo-
ing performance management of VoIP traffic, separately or in conjunction with traditional data network traffic. 

Ensuring Delivery of VoIP in Converged Networks 
with Cisco and NetScout Systems

VoIP and Network Performance Management Challenges
As IT organizations continue to progress toward enterprise-wide
implementations of voice on the network, the traffic produced by
this convergence presents increasingly demanding challenges to
managing the daily performance of voice and other business-criti-
cal applications. Some of the challenges include:

• End users expect high quality IP voice services equal to that
delivered by standard PSTN networks. Latency and jitter will
not be accepted just because phone calls are now traversing
the traditional data communications network.

• Organizations depend on their data network as a competitive
advantage for generating new revenue, for ensuring optimal cus-
tomer service and maintaining productivity.  Adding voice traffic
to the network can not negatively impact the delivery of these
mission-critical applications.  

• Today's networks and application delivery mechanisms are
extremely sophisticated, with an intricate interdependence of
diverse, multi-vendor infrastructure components and technolo-
gies, including switched networks, load-balanced configura-
tions, application accelerators, redundant segments, ultra
high-speed connections, virtual circuits, and virtual servers.
Adding voice to the IP environment further complicates
efforts to manage the performance of network and application
services.  

NetScout's nGenius Solution provides the visibility and control nec-
essary for successfully monitoring, troubleshooting and optimizing
bandwidth as enterprises and government agencies implement
Cisco VoIP solutions throughout their networks.  

Network Performance Management for Cisco VoIP
Cisco® IP Communications, which includes Cisco IP Phones and
CallManager running over a Cisco intelligent infrastructure, are
integral components in delivering VoIP throughout the enterprise.
These VoIP solutions use call set up protocols, such as SIP (Session
Initiation Protocol), H.323 or Cisco's proprietary SCCP (Skinny Call
Control Protocol) protocols and transmits the voice traffic using
RTP (Real-time Transport Protocol) over the network.  The nGenius

Solution can address the critical requirements of an IP telephony
system through its ability to reveal how infrastructure resources are
performing for all types of converged traffic-voice, multimedia and
other critical business applications-in side-by-side displays.

In support of voice over IP, nGenius Performance Manager collects
and displays the volume of both voice and data application traffic,
providing detailed insight on how they impact network perform-
ance with one minute granularity. NetScout also tracks key VoIP
call quality metrics revealing pertinent details on call jitter or MOS,
packet loss, setup times and related QoS assignments. IT managers
can quickly isolate and fix network, application and server faults
before they impact end users by viewing these side-by-side details
in context with utilization, availability and responsiveness metrics
of all the business applications in any area of the network. 
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nGenius Performance Manager VoIP Quality 
views can include:

• VoIP Link Summary-which includes counts for all calls,
calls failed and packet loss; average and peak jitter in
milliseconds; average Mean Opinion Score (MOS) value;
and lowest MOS value.*

• VoIP Call Detail Records-for the selected monitored ele-
ment, includes the name and IP address of the device that
activates/receives the call, number of calls, number of
calls failed, average connect time (in milliseconds), packet
lost, average jitter, MOS, and talk time (in seconds).

• Over time views for jitter, MOS, packet loss, number of calls

• Most Active Links by Number of Calls

• Worst Links by Highest Jitter

• Worst Links by Lowest Mean Opinion Score

• Worst Links by Number of Unsuccessful Calls

• Worst Links by Packet Loss
* Note: MOS values are only available if you have an nGenius Collector 

(3200) and are collecting IP SLA data.
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• Gaining a business perspective of network details. The nGenius
Solution provides the richest visibility into the application traffic
on today's enterprise networks, helping you to make business-
justifiable decisions about your time, budget, and policies.
nGenius identifies all applications in the network, including well-
known, custom, Web-based (by URL), complex (e.g., SAP/R3,
Citrix), and next-generation communication applications (e.g.,
VoIP, video, instant messaging, peer-to-peer), providing a view
into business service response, utilization trends, and conversa-
tion metrics.  NetScout's advanced data sources provide the most
granular application metrics - down to the sub-second.

• Quickly troubleshooting and reducing mean time to repair
(MTTR). Incident diagnoses are difficult because of the interde-
pendencies of the infrastructure components. Real-time, high
definition, application-level information from the vendor-inde-
pendent nGenius Solution, helps monitor, troubleshoot and
resolve any issues as they appear in your converged network,
minimizing business impact before, during and after your VoIP
deployment. The top-down approach to business-related net-
work data speeds troubleshooting with context-sensitive drill-
downs and data mining.  Unique Workspace technology enables
the correlation of all key data sets (metrics, applications, loca-
tions, users, and time frames) necessary to see the context of
an incident in order to quickly restore service.  Additionally,
nGenius AFMons provide continuous packet-level recording, pro-
viding evidence and voice call playback to help you get at the
root cause of a complex application problem.

• Gaining insight into the response time of business-critical applica-
tions. Response time provides concrete evidence on when, where
and why application performance degrades, imparting insight
into the end-user experience. Responsiveness metrics are an
integral component of the nGenius Solution so that you can dis-
play this critical information side-by-side other network activity,
like utilization, conversations, and VoIP statistics, to quickly
address issues affecting service delivery.

• Proactively managing bandwidth growth. nGenius forecasts net-
work and application growth and identifies areas in the net-
work with too much or too little capacity so that you may
ensure continued high availability and quality of networked
voice and data services.  Additionally, because of the applica-
tion-level visibility, you know how your infrastructure
resources are being used so you can make strong business
decisions about upgrades, rescheduling activities, redistribut-
ing traffic, or even creating usage policies, helping you to
optimize utilization and organizational resources.

Figure 1. Cisco voice application usage (RTP) shown side-by-side
with key business applications protocols, including other VoIP-
related protocols such as H.323 and Q.931.

nGenius Solution Provides Detailed Insight 
into Converged Networks 
nGenius Performance Manager, using the rich, actionable informa-
tion from strategically deployed nGenius Probes, nGenius
Application Fabric Monitors (AFMon) and nGenius Collectors sup-
porting IP SLA test analysis, offers the visibility and control nec-
essary for assuring the network-wide delivery of Cisco-based VoIP
while also ensuring the optimal performance of all other networked
applications.  Specific nGenius Solution features and benefits
include:

• Volume, utilization, host and conversation details for RTP voice
and other VoIP protocols, to evaluate the impact these applica-
tions have on each other, network segments and virtual circuits. 

• Visibility into Cisco's SIP and SCCP protocols that are used to
establish connections between Cisco CallManager and IP
phones, providing detailed statistics about the performance
and availability of Cisco voice services. 

• Application-layer details for multi-vendor call set-up protocols,
such as SIP, H.323, Q.SIG, and MGCP.

• VoIP quality metrics, including MOS, jitter, call set-up time,
packet loss, incomplete and failed calls

• IP addresses, phone extensions and connect times for voice
conversations

• Packet-level visibility and decode of voice-related protocols

• Call session recording and play-back to verify call quality and
resolve intermittent or subtle network issues with strategically
deployed nGenius Application Fabric Monitors. 

• Voice configuration data, including codec, dialing plan and
QoS assignments, to verify VoIP is being delivered as designed  

Benefits of the Joint Cisco/nGenius Solution
The nGenius Solution provides the means to optimize the delivery and
ensure the peaceful co-existence of voice and business-critical appli-
cations across the IP infrastructure. The benefits of using nGenius
Performance Manager for monitoring Cisco voice services include: 

• Optimizing delivery of Cisco voice services. The nGenius
Solution provides metrics on Cisco voice service configuration,
utilization, conversations, and quality.  By viewing these met-
rics simultaneously with the metrics of all other business
applications in any physical or virtual segment of the network,
you can proactively avoid and/or quickly isolate and fix per-
formance issues in converged networks.  

 



The nGenius Performance Management System
The nGenius Solution addresses the complex
requirements of network and application per-
formance management in today's converged, vir-
tualized environment and is comprised of: 

• nGenius Performance Manager: Software
that analyzes the information collected by
nGenius Probes, Collectors, Application Fabric
Monitors, and other intelligent network
devices and delivers integrated network and
application monitoring, troubleshooting,
capacity planning, and reporting in a single
product. 

• nGenius Probes: Dedicated hardware mon-
itoring devices that passively identify,
collect, and analyze application-level traffic
data across the enterprise.

• nGenius Collectors: Dedicated hardware
devices that collect application conversation
data via NetFlow records and IP SLA tests.

• nGenius Application Fabric Monitors:
Appliances that combine real-time and histori-
cal monitoring and analysis with storage for
large packet trace captures for high perform-
ance, high reliability, high capacity record-
ing and infrastructure monitoring.

• nGenius Analytics: Software that delivers
automated, proactive early detection and
aids in diagnosis of network and applica-
tion performance anomalies.
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• Verifying QoS configurations. The nGenius Solution can track specific Differentiated
Services Code Points (DSCP) used to prioritize traffic flows and verify the prioritiza-
tion of your Cisco voice services. The nGenius Solution provides real-time and his-
torical reports of application utilization for each QoS class, virtual circuit, and/or
network segment. This allows you to plan changes to QoS policies and rapidly trou-
bleshoot any QoS configuration problems. 

• Streamlining workflow. The robust and scalable architecture of the nGenius Solution
brings efficiency to the troubleshooting process so you can quickly restore net-
worked services. It includes intelligent performance alarms sent to your Enterprise
Management System (HP OpenView, IBM Tivoli, etc.) with embedded URLs from
which you can launch a contextual view within the nGenius Solution.  Seamless and
contextual navigation down to sub-second granularity allows you to quickly solve
and close incidents. 

• Enhancing communication. Sending reports on IT service performance improvements
helps to enhance relationships, trust, and credibility with your company.  The
nGenius Solution facilitates communication with easy-to-create and -customize
reporting.  On-demand reports are highly useful for communicating service restora-
tion post-incident while scheduled reports allow for consistent reporting of status
and progress. 

Summary
NetScout's nGenius Solution provides the holistic visibility and control necessary for suc-
cessful network monitoring, capacity planning, troubleshooting and service-level man-
agement as enterprises and government agencies implement and manage Cisco VoIP
solutions on their networks.

Offering a strong return on investment and low total cost of ownership, the nGenius
Solution allows voice and data to be managed simultaneously, using the single, web-
based nGenius Performance Manager Solution. Key performance management capabilities
are fully integrated so IT managers can carry out comprehensive pre-deployment analy-
sis, understand the impact of new technology installation, manage ongoing performance
issues, and demonstrate clear results.  


